
 
 

 

 
 

 
 2010  
 

Mariano Davies 
Frank Hailstones 
Kersi F. Porbunderwalla 
Anthony Tarantino 
 

[  Board of Directors New Yearôs Resolution ]  
A GRCControllers  White Paper ©  

 

ñFor Corporate G overnance structures to 
work effectively, stakeholders  must be 

active and prudent in the use of their 
rights.  

 
In this way, stakeholders  must act like 
owners and continue to exercise the 

rights available to them.ò 
 

2005 CFA Institute: Centre for  Financial 
Market Integrity  

 

http://www.grccontrollers.com/


2 

 
Foreword  
There is a great irony  in the current draconian  Trust, Credit and Financial 

Crisis that Corporate Governance, Risk and Compliance (GRC) reforms which  
have c ome about as a reaction to the major scandals of the last ten years  

were  unable to foresee the potential magnitude  of the current crisis and its 
impact on the global business world.  
 

It is as if GRC reforms were  based on the false or at least incomplete or 
inadequate premise  that improved  internal controls, r isk management, 

auditing standards etc, were the complete solution. They have  proved wholly 
inadequate  to prevent the sc andals that have so significantly shaken global 
investor confidence  for the simple reason  that most  of the recent major 

scandals were the result of very senior executive level wrongdoing s or failures  
that were not likely to be detected by improved internal controls or risk 

management designed to prevent routine fraud and unintentional errors.  The 
most recent notorious scandals have been caused by schemes  designed by 
executives far too clever to be caught by normal checks and balances over 

internal controls that auditors, regulators, and rating agencies follow.   
 

The one common denominator in the great majority of scandals was a lack of 
robust corporate governance at board level.  Without a strong moral and 
eth ical tone at the top starting with the government and flowing down to 

corporate boards and executive management, no amount of laws, regulations, 
and standards will prevent the painful scandals of the last decade.  Therefore, 

more effective boards, not bette r internal controls over the processes and 
transactions of managers and supervisors, are the key to improved 
governance, risk management and compliance.   

 
GRC flaws were a major contributor to the recent crisis. The responsibility for 

the actions that led the global brink of collapse ultimately rests with the people 
who sat around the board tables and probably those who approved their 
appointments. Regulators are commit ted  to rais e the bar for GRC supervision 

and management . This paper will attempt to addre ss the weaknesses, look at 
proposals for strengthening GRC in view of the forthcoming regulations .  

 
This whitepaper provides a concise framework for embedding robust board 

governance with simple to follow action items that are essential to improving 
corpo rate governance, sustaining a high level of confidence by all 
stakeholders, preventing the disastrous ethical and moral lapses that forced a 

series of regulatory reforms , and in some cases very expensive over - reactions.     
 

Panic alone will not solve the c urrent crisis.  
During these trying times there are substantial differences in requirements for 

CEOs. It is not enough to have total control over operations. Senior managers 
must also possess the power and the vision to make sure that the company is 

able t o pull out on the other side of the financial and credit crisis.  
 
In Scandinavia and in  several other countries, many senior managers were 

released of their responsibilities in 200 9. Patience is currently not a virtue in 
the board rooms. The leash given t o the President and/or CEO by the 

stakeholders will probably be even  shorter in 2010 .  
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Within the first two quarters of 2010 , the President together with other board 
members will need to clarify the future GRC role s and responsibilities of the 

CEO and man agement . 
  
The Chairman of the Board is accountable to the owners, shareholders at the 

annual meeting in the spring of 2010 . In the light of market developments in 
2008 and the prospects for 2010 , for many  it  will be no enviable task.  

 
So what can we expe ct in 20 10 ? Undoubtedly there will be a tremendous 
strain on the Chairman or the President. The Chairman must deliver plausible 

explanations regarding the results at the general meeting. Furthermore he 
must convince the shareholders and stakeholders that t he Board of Directors 

has a firm grip and a plan regarding the situation, including a clear GRC 
strategy. Not just a survival strategy, but a revised and new growth strategy, 
seen in the light of the current crisis.  

 
This paper attempts to respond and pro vide ósolutionsô to a series of current 

GRC concerns related to The Board members and their GRC areas o f 
responsibilities. There are several key areas of GRC capability that present the 
greatest challenges and opportunities, and which the Board should full y 

understand in 2010.  
 

The paper further attempts inform the board members and management what 
they need to know about GRC efforts in the enterprise and the need to be 
assured that the enterprise is appropriately addressing the critical GRC issues.  

Some o f the hot buttons for 2010 are;  
 

 How to Manage the Business Risk of Fraud in Today's Environment?  
 How to Identify, Assess, Control, Test and mitigate Risks?  

 How to Control Extended Enterprise Information Risk?   
 How to Manage Accounting Change for Compet itive Advantage?   
 Can We Use a Lean Approach For Compliance and Control?   

 
The Board ôs role in 20 10  will be more significant than ever.  

 

About the author s 
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A New Yearôs Resolution for the Board of Directors 
 
Abstract  

The authors of this whitepaper present current and future  solutions to a 
number of GRC issues that the board and management face . The paper 

explains how to manage the business risk of fraud in today's environment, 
how to identify, assess, control, test and mitigate Risks, how to control 
extended enterprise infor mation risk and further more how to manage 

accounting change for competitive advantage.  
 

In addition the paper also investigates how we use a Lean approach for 
compliance and control. The findings conclude that instead of creating new 
and even more comple x processes and organizational structures, the boards 

should focus on creating solutions that are simple, transparent and hold 
people accountable for their actions and decisions.   

 
The paper goes into depth in explaining how boards in practice will work w ith 
some of the critical issues that they face today in the wake of the current 

crisis. A series of advantages that a well implemented GRC strategy is outlined 
and explained. By use of cases and examples the paper explains how the right 

tools and approache s are applied to correct the GRC state of affairs . 
 
Governance &  Risk Management are two sides of the  Compliance Coin.  

 
ñCrisisò comes from a Greek word that simply means ñturning point.ò The 

arrival of the New Year gives corporations a  chance  for a  fresh and clean 
review  of  a variety of Governance, Risk and Compliance (GRC) issues . It  is a n 
opportunity  to decide what adjustments should be made before small issues 

become major problems. When  corporations are well prepared to perform this 
task, it is far mor e likely that the re will be productive  outcome s of the GRC 

review  and the company will reap the benefits from  Good Governance and 
Compliance practices.  

 
This white paper primarily focuses on  issues of  Good Governance , strongly 
suggest ing  that corporations,  stock - listed or otherwise, perform an overall 

check of the GRC procedures  at the start of a new year . 
 

This strategy provides that January or the first quarter  of the new year  will be  
another fresh start for board members and directors ; a time to revaluat e 
policies for Good Governance and re -examine the benefits of prudent GRC.  

 
Start by asking  the following question :  does the board have the competencies 

to solve the most common dangers  facing the company,  like the increasingly 
complex, and potentially di sastrous labyrinth of compliance oversight? A board 
assessment will  pr ovide  the company  with self -awareness regarding its ability 

to deal with these potentially damaging óturning points.ô  
 

Corporate Governance.  
If Management manages and the Board provide s oversight,  a company 
establishes the setting for good  Corporate G overnance.  With this precondition 

in effect, clear Governance communications can improve the seamless 
integration of business objectives  and procedures  throughout the corporation. 

Board app roval is then only required for issues specified by corporate bylaws 
or related governance charters.  
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Figure 1 : Corporate Governance  

 

 
Corporate Governance Challenges Facing Corporate 
Boards in 2010 . 
 
President Barack Obama ôs Chi ef of Staff Rahm Emanuel  said that the current 
crisis was too costly to be wasted. As we look , the recent failures , financial 

institutions are either defunct or brought to their knees,  in spite of heavy 
governmental subsidies. Shareholders and others are t herefore raising the 

GRC bar in terms of the competence and quality of the board and 
management . The raised bar will enable them to improve concentration on the 
shifting economic landscape thru the new  GRC strategies.  

 
Convergence to best practices is no longer enough. The global credit and 

financial crisis has clearly indicated th at  a new and revised international 
Corporate Governance, Risk Management and Compliance ( GRC) order has to 
be implemented by almost all enterprises. In these turbulent times , emo tions 

sometimes run high as survival is suddenly the order of the day, distorting the 
strategies and perspectives.  

 
In that light it is therefore alarming that so few companies have taken a 
complete overhaul of their GRC practices and instead act as if it  is Business as 

Usual.  O ne of  the major reasons for overhaul is that GRC works and functions 
throughout the enterprise continue to be performed in silos . The GRC 

integration is often not understood and accepted throughout the enterprise 
because it is quit e complicated .  
 

In certain enterprises the Board has come to an understanding that the 
economic changes that have occurred are structural  (not cyclical ) , that Risk 

Management is systemic and incomplete if it is thinly spread out and that 
Compliance activi ties will increase in the years to com e.  
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These changes in GRC will affect every company in every sector across the 
world. Therefore there is a need for a true and total GRC transformation 

depending on the gravity of the situation in the enterprise.   
 
Another reason for the transformation is the continual loss of trust in the 

worldôs financial systems, corporations and institutions. A transformation that 
once again focuses on the responsibilities that company boards are the 

forerunners of the effort to wi n back the confidence of customers and 
investors and all stakeholders alike. Good governance and leadership will help 
rebuild confidence in our business systems, providing a stable framework for 

sustainable growth. Therefore a well -balanced and competent b oard continues 
to be critical to provide the effective strategic direction.  

 
What each enterprise has to define and determine is: What are the core 
objectives of good corporate governance that can be achieve d from the 

organizationôs perspective.  
 

The cont inued number of major corporate scandals of the past decade has led 
to increased scrutiny of corporate integrity, ethics and accountability. Surely 
the element of Corporate Governance was missing which now requires higher 

expectations for corporate governa nce practices in the coming decennium.  
 

Therefore the first questions the boards must ask themselves  are: What are 
the most significant GRC practices that have emerged in recent years, do we 
comply and what is our plan of action if we donôt?  

 
Starting fr om a helicopter per spective , the Board should focus on those good 

corporate governance elements for each of the coming years and support and 
provide effective advice, counsel, and sometimes even direction to the CEO 

and senior management team. Adequate mea sures are taken to ensure that 
the board is capable and ascertain that it has the knowledge and data to carry 
out the required monitoring activities.  

 
Stakeholders all over the world, perhaps with the exception of a handful of 

countries ask the following questions, whether the board of directors do their 
job in carrying out their responsibilities  
 

 Did the boards underst and the risks th eir  organizations were taking ?  
 Did the board carry out its  key board responsibility to oversee what 

management is doing to  identify, analyze, and manage risk ? 
 Was there any alignment to the agreed exposure and the companyôs 

risk appetite?  

 
Boardroom Challenges  

 
The ability to maintain a balance between monitoring management and 
providing wise counsel and direction to the CEO to best add value to the 

corporation for the benefit of shareholders is more easily said than done. We 
can also add the right information, protocols, and focus ;  boards are positioned 

to do whatôs needed for their companies to succeed to the series of requi red 
buzzwords.  
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Pressure to improve GRC practices.  
 

There are proôs and conôs for taking a best practices approach when 
implementing enterprise wide GRC standards for starters. Like everything else , 

an effort has to be put into whether the Best Practices  portray what many 
boards or companies of the same trade do or whether it is simply a list of list s 
based on widespread view s on GRC matters and issues. It may not be 

necessary for every enterprise to be The Best  solution . 
 

The collapse of bank s and financ ial institutions have proved beyond doubt that 
corporate officers are not always be well -positioned with the desirable 
knowledge, skill, and experience to guide the enterprise they have to oversee 

for a number of reasons.  
 

Most Board members , e specially t he Chairman complain that they do not have 
adequate time to address the multitudes of complex issues. This is often 
because there is a duplication of efforts and there is no t  a distinct definition 

and procedure for the segregation of duties between the man agement and the 
board.  

 
There is absolutely no excuse for the board members to complain about their 
inability to devote sufficient time to scrutinize and contest all GRC issues that 

are brought to their attention a nd the underlying root causes. Therefore board 
members , regardless of their compensation structures , should not simply go 

thr ough  the motions without proper consideration  of all GRC issues  and  
events , which  determine the success or failure of the enterprise . The lack of 

attention to GRC issues ha s created liability issues for the board members.   
 
The bad news is that even though the total time devoted to the boards GRC 

responsibilities has doubled in recent years to about 250 hours , it is bound to 
increase if the GRC strategies and efforts are not  properly structured. 

Additional time for  boardsô expanded monitoring duties emanating from new 
compliance - related requirements has and will surge and still have adequate 
time to critical strategic issues that create or destroy stakeholder value.  

 
When in dividuals have accepted directorship of board(s) , somebody has 

evaluated their basic expertise, attributes and characteristics commensurate 
with their responsibilities. They have further made a personal commitment and 
put their reputations on stake and acc epted responsibility to carry out their 

fiduciary duties. They must devote whatsoever time and energy needed for 
guiding, counseling and directing the CEO and senior management team with 

sufficient diligence towards attaining established growth and return goals.  



10  

 
Executive c ompensation.  

For m any institutional investors and corporate governance activists , a hot 
topic for governance oversight is CEO and executive level  compensation. The 
main gripe is related to the need NOT to offer  executives incentives in such a 

way that would open up opportunities for or create drivers for bad practices ï 
such as compensation linked to share price, or, rewarding for poor 

performance in relation to severance packages. There is a need to a ddress 
th ese issue s before they and other similar ones  give rise to negative publicity. 
Compensation committees must disclose and determine compensation 

schemes by means of an arms - length negotiation methodology and on a case -
by -case basis. The chosen  methodology  includ ing  corporate strategy , 

corporate performance measures and metrics for CEO compensation, will 
ensure that all parties are treated fairly with the achievement of mutual 
objectives and are in line with the companyôs and shareholdersô interests.  

 
Risk issues.  

The Board of Direct ors need s to know the major risks the company  is faced 
with and what Management is doing to manage the se risks  on an ongoing 
iterative  basis to reflect changes in a dynamic business environment . To this 

end, it is necessary to design suitable methods on  re freshing the 
organisationôs risk profile and on  ñhow toò communicate effectively on ñriskò 

issues to  achieve a common understanding of what risks the company faces  
and the decision protocols for responding to them . Establish an ad hoc risk 
committee (inst ead of identifying risks on an ad hoc basis) to provide the 

needed oversight, definitions and how the company will identify and manage 
the wide range of risks that can impact performance.  

 
Only the prudent board understands that there are a significant nu mber of 

risks of which the board members are not aware.  
 
Risk Management and Oversight Failure -  or Fraud?  

The recent collapse of a number of major financial institutions globally has 
demonstrated that despite being the most regulated sector in every terri tory, 

despite the level of oversight and financial reserving or asset set aside 
required, despite the complexities of risk management supposedly inherent in 
the business models and engrained in the DNA of financial institutions, 

something went massively wr ong.  
 

That ósomething ô was at its simplest,  inherently ótoxicô products - banks were 
giving mortgages to people who were clearly unable to pay . I nstitutions were 
buying collateralised debt backed by such risky paper . I nsurance companies 

were giving guaran tees which, if required to be honoured, would be financially  
crippling  not only to them but the entire financial services industry .  

 
Why? The demand of the market for companies to óperformô and the 
consequences of perceived under -performing have driven th e need for 

financial institutions to develop new products, and to find new revenue 
streams. This has meant increasingly complex offerings being developed and 

marketed, and, in many ways, the development of a significant financial 
ógamingô product sector ï short selling, hedging, spreads, derivatives etc. As 
this grew, developed and matured, the rewards for new product areas and 

products grew exponentially but of course so did the risk. Unfortunately, the 
management of risk did not keep pace with the exposur e.  
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How did this situation arise? Why were so many experienced people caught 
out? This malaise can be summarised in 3 dimensions.  

 
First of all , a primary market where inherently and significantly faulty 
financial products were, in many instances, sold to  clients that either could not 

afford them or they were based on projected returns which were clearly 
unrealistic. Quite how some of these products passed risk management review 

is beyond belief. Also, the integrity of the seller is in question ï either by  
concealing the true nature of what was being offered or packaging them in a 
non accessible way for management review and authorisation. 

Unquestionably, the nature of the reported products indicated that fraud has 
played a major part here.  

 
Second ly , the s econdary packaging and collateralising of those products 
which were sold on without adequate regard by the seller or the buyer of the 

inherently risky nature of the assets backing them. Again, serious questions 
remain concerning the buyerôs and the sellerôs risk management  and again  

concealment, misrepresentation and fraud.  
 
Third ly , need for  oversight .  At some point when the dust settles, questions 

will be asked about how there could have been such a spectacular failure of 
not just management controls, but  also of regulators and auditors, to identify 

globally, amongst many leading financial institutions the wholly inadequate 
level of coverage and the threat to going concern. Some of the products and 
practices themselves ï e.g. short selling ï created the ci rcumstances and the 

need for traders to allegedly manipulate data, create rumours etc to fulfil the 
short óprophecyô leading to the downfall of not only some companies but  the 

market ï companies and regulators failed to detect or control it until it was to o 
late.  

 
Clearly risk management has failed to a spectacular degree at a number of 
levels from product risk at an institutional level, to oversight and reserving 

adequacy at regulator level. Of course, as the product matured in the value 
chain from a simpl e mortgage to an underlying asset in a packaged offering, 

complexity and lack of transparency played a major role in concealing the true 
risk; with hindsight, and indeed better foresight, if the product risk had been 
better understood at product level, or at collateralisation then it would 

presumably have been better managed. Unless of course it was and what lies 
beneath is fraud concealed as business risk. Time will tell.  

 
Compliance.  
In the aftermath of the financial crisis , the subprime  outrage to Ninja s (No 

Income No Job or Assets) , as well as new directives, standards and 
regulations , most boards have focused like a laser on compliance. Many 

boards continue to devote time and effort to compliance matters.  
 
Monitoring compliance is Managementôs responsibility.   

Rather than devote time to operational compliance, t he board should issue 
oversight demands and make it everybodyôs responsibility to be in compliance. 

The board should require of management that  the compliance and monitoring 
processes  are  system atized  and their role be one of assurance on the 
effectiveness of the systems and processes . 

 
The Board must maintain its focus on  its  critical responsibilitie s, for example  

attention to strategic issues, provid ing  the value -added advice, providing 
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counsel  and direction to senior management , and bring ing  their knowledge, 
experience and perspectives to critical business issues.   

 
Compliance in p ractice . 
The continuing necessity of many companies to re -state earnings clearly 

demonstrates that board s need to  ensure that the company has the right 
finance and IT functions in place for proper disclosures  ï systems, people, 

technologies, data  ï as well as a suffi cient level of financial knowledge, 
experience and expertise both  operationally AND at board level . In o rder to 
enable the board to effectively exercise its dedicated need for financial 

overview, reporting mechanisms and financial measurements , effective 
internal controls over financial reporting must also be in place.  

 
The in famous corporate financial scand als of the past few years have proved 
that the board can no longer afford to be complacent about the possibility of 

illegal and unethical behaviour on the part of corporate officers. Whilst t he 
reporting requirements and the increased responsibility of aud it committees 

have addressed some of these concerns , t he  board must also consider and 
insist upon a code of ethics and conduct for the company, review it often, and 
make sure that people who violate it are held accountable.  

 
The board must be confident th at the company is well prepared and can 

respond when different factors that can significantly disrupt operations  present 
themselves . Any such disruption will increase  the possibility for  bad publicity, 
or  a tarnish ed corporate reputation. In extreme situat ions , the board may 

need to deal  with  potentially ruinous litigations and the actions may alienate 
customers.  

 
At the same time the board must focus and have a clear understanding o f 

their organisation ôs purpose and values  -  the  values present in the cultu re and 
activities of the organisation.  
 

Lord Browne, the ex -chief executive of BP once said that an effective business 
leadership requires a tight focus on the plot. ñSet a clear strategy and organise 

your resources behind it. Strong values and careful del egation are essential 
but, above all, keep clear where youôre driving, for reputation is a business 
output. It is not something you manage directly.ò 

 
Try Non - compliance  

Since the re are  costs involved in the implementation of SOX 404 , it is often 
difficult  to place the right dollar amount for executing sound GRC practices. 
There are major benefits. However the best argument is that if boards feel 

that GRC is expensive, they ought to try non -compliance to the GR issues.  
 

Several reports demonstrate that the re is a clear link between good GRC and 
increased share value. Most boards are closed forums that dread the word 
transparency in their work mainly because they feel that oversight and 

Compliance has gone out of control. Therefore to achieve a true picture of the 
GRC position of the enterprise , an evaluator must be given access to the 

boardroom and C -suite. Providing an adequate GRC assessment simply based 
on disclosures and underlying data obtained  from public information is a 
dangerous evaluation of no val ue.  

 
As an aftermath of the financial crisis boards now  accept that sound GRC 

practice  drive s positive performance and provide s comfort.  
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Figure 2 : Effective Governance  
 

 
Effective  Governance check list . 

 
Governance with a óGô or a ógô 

Governance involves issues such as corporate culture, environment and ethics, 
stakeholder relations, organisational design/structure, strategic planning, roles 
and responsibility, accountability, reporting lines etc.  

 
Governance is a critical com ponent of an organisationôs program for self 

defense . Governance is required in order to ensure that there is a governance 
system with all its elements in place, to address how the organisation is 
directed and controlled, all the way from the boardroom to the factory floor.  

 
Good governance needs to become part of the culture of the organisation and 

governance needs to be embedded into the day to day activities of the 
enterprise. Focus on governance should not be restricted to dealing with 
shareholders. Go vernance involves specifying the distribution of rights and 

responsibilities among different stakeholders, spelling out the rules and 
procedures for decision making, involving multidimensional both vertical and 

horizontal layers.  
 
Successful implementatio n as outlined above will produce the desired results 

that reflect the measures and mechanisms in place throughout the 
organisation including setting and achieving organisation objectives and the 

means for monitoring performance.  
 
Enterprise governance rela tes to the shareholders (governance with a ñGò) 

and governance as it relates to all of the other stakeholders, including line 
management and staff (governance with ñgò). 

 
If you agree on the above definition and implementation strategy we suggest 
the follo wing checklist t o avoid the repercussions and potential damage s 

caused by lack of appropriate preparation and oversight  of Management by 
Governance. T he board should make sure that:  
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 The audit committee regularly reviews the risk assessment for the 
company . The audit committee periodically updates  the board as 

conditions change  and regularly reviews important issues on risks with 
the entire board. The success of an executive and the company is more 
dependent on the capacity and flexibility he or she has to identify and 

manage risks.  
 

 The board regularly reviews the companyôs disaster recovery and 
business continuity planning cycle to  make sure that it has the 
competencies to oversee the highly critical IT aspects and the 

understanding of risk and information  security.  
 A crisis management plan is in place for key issues. The plan must 

include clear roles and responsibilities for directors and the identification 
of external consultants/experts who can be called upon for assistance.  

 The board includes members wi th experience in mergers and 

acquisitions and knowledge of how best to use outside advisers during a 
takeover process because almost any company is a likely target for a 

óhostileô takeover. The independent directors must be prepared to take 
the lead in fra ming the deliberations in terms of whatôs best for 
shareholders.  

 
The board must  thereafter devote a portion of its  annual self -assessment to 

address the most familiar GRC issues and potential corporate governance 
crises. Secondly it must evaluate the read iness to  address the following issues 
to determine t he competencies the board lacks:  

 
 Ensure that the structure, composition, information flow, internal 

processes, and director qualifications enable it to avoid or oversee 
crises.  

 Ensure that the dynamics t hat create the atmosphere of forthrightness 
and collaboration are available. This is essential for navigating a crisis 
and obtaining suggestions for further and future improvement.  

 Ensure that the executive, audit, and compensation committees are 
aware of  their responsibilities. The committees must address their 

specific findings to the entire board.  
 
 Boards must  also look for different kinds of skills as international 

compliance regulations mandates and encourage more financial, 
regulatory and marketing e xpertise in the boardroom.   

 

 
Board of Directorsô Key Issues 
The Board of directors currently face extraordinary challenges.  
What boards often lack in their diversity are members with Street Credit 
(points you get for doing something impressive and bold. One can gain street 

credit in many ways, including, but not limited to, continuing to acquire 
freshness, constantly hustling, not selling -out, and of course, by making hit 

records). Perhaps one way to address this issue is to start each board meeting 
with an episode of Simpsons. Often it is alarming to observe how boards are 
enclosed in the ir  glass structures without adequate business contact with the 

outside world.  
 

It will be wise if the Boards position themselves to be effective before óothersô 
do. There  is a cry from the public for legislation to improve board 
performance. All over the world , there are regulatory proposals that would 
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give shareholders more say on management compensation, provide easier 
shareholder access to proxies, allow stockholder pro posals to amend 

companiesô governing documents on nominating directors, and mandate 
separation of the CEO and board chair roles.  
 

Almost all international oversight boards require or will require more 
disclosures including information on the experience of  directors and executive 

officers, how the compensation program relates to risk management, the role 
of auditors and consultants and the structure of board leadership and its role 
in managing GRC to name a few.  

 
Strategy Development  

Currently the word ris k  pops up in boardrooms perhaps just as often as 
strategy .  Directors however still need to recognize that among their most 
important responsibilities ðalong with selecting the right chief executive ðis 

ensuring the company has an effective Risk Strategy in place, in fact a GRC 
strategy in place.  

 
There is something fundamentally wrong with  the way Boards go around 
preparing a Strategy or a plan for the enterprise. Often the senior 

management team presents a strategic  plan and discusses it with the board 
and  getting their approval to fulfill the requirements of the various charters. 

Probably strategy consultants are involved in preparing the initial paper/draft  
to make sure that all issues are covered for either the board or managements 
decision.  

 
Later the Strategy is assembled via a one -  or two -day off -site retreat , often  

using several catch phrases and is probably also in harmony with the 
strategies from previous plans. This is then a blueprint for the enterprise 

moving forward.  
 
The board and management then spend  a great deal of time to carry out their 

monitoring responsibilities.  
 

Culture often tell more than numbers  
There has to be a better way to update the annual strategy process  a same -
procure -as every -year approach . The board has to issue directio ns and 

guidance ensuring comfort  and also includes GRC elements that are prioritized 
in a long term GRC plan . The elements are not simply based on Porter ôs five 

forces of competition theor y or Peter Druckers five questions . Boards must not 
just look at the  data. The GRC culture will tell them more than numbers .  
 

Therefore the old methodology does not make sense to achieve a consensus 
based strategy in  the current economic and competitive environments. The 

Board must make sure that the strategy has a good c hance of actually working  
and provides them the feedback that is needed to make prudent decisions.  
 

Therefore Board must refrain from excessive focus on  addressing issues such 
as the companyôs organizational structure or the necessary resources to 

support  effective implementation of the strategy. Instead they must make 
sure that the strategy is understood, reporting requirements can be achieved 
and that management is fully committed to its implementation  across the 

organization .  
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A board must also see tha t the GRC performance measures align with both the 
strategy and e.g. compensation schemes for the CEO and top management 

team. Bonus and Compensation is a lightning rod for oversight boards, 
institutional investors, and analysts.  Like Bonus and Compensati on schemes , 
there are several other GRC elements ( e.g. a plan for a sudden GRC crisis 

situation, communication with shareholders, including transparency in financial 
reports and maintaining an open cha nnel for major shareholders, etc ) . A pre 

pared plan wil l help that the solutions are in alignment with long - term 
corporate GRC performance.  
 

Porterôs five forces or Petert Druckerôs five questions: What is our business (or 
mission)? Who is our customer? What does the customer value? What are our 

results? What  is our plan? can be improved to include  GRC elements :  
 
What is the social compact of our business?   Who is our customer? How do we 

create stakeholder value? What are the risks we should mitigate? What is our 
GRC plan?  

 
Or In other words as Drucker said:   ñI never predict, I simply look out the 
window and see what is visible but not yet seen.ò 

 
GRC strategy  

To d etermine whether a board has chosen the right GRC strategy  and most 
challenges  are met , as well as a preparing a practical implementation plan for 
each of the GRC elements , ensuring that the people and processes in place for 

effective execution, and monitoring of the results including tests , can be 
achieved by obtaining independent verification .  

 
Proper inclusion of the GRC elements in the enterprise s strategy will ensure 

that these vital elements are not put on the back burner and become the basis 
for developing  a sound GRC plan, both in an emergency and in the longer 
term .  The advantages are :   

 
1.  GRC makes the Board of Directors more cohesive.  

2.  GRC strategy makes you think both strategically and operationally . 
3.  GRC strategy also takes care of IT Governance and IT Strategy . 
4.  GRC makes strategy practical , operational and sustainable.  

5.  GRC is not both whip and carrot. Provides the pace and direction of 
tru st .  

6.  GRC focuses on safety and security . 
7.  GRC strategy provides the needed checks   and balances required for 

monitoring at all levels depending on your responsibility as the board or 

management . 
8.  GRC focus es on Risks instead of conflicts (e.g. in Porter's st rategy 

model)  
 
Enterprises are now pretty complex. This understanding requires management 

structures and strategic and operational goals that are aligned to the 
complexity that the enterprise faces.  

Just to address these 3 questions is a major task in its elf:  
Given the (known) complexity, what sort of governance structures do we need 
across the organization to effectively attempt the execution of related Risk and 

Compliance issues, and still be flexible to address the evolving business 
landscape?   
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Given the (known) complexity, what sort of risk management structures do we 
need across the organization to effectively attempt the execution of related 

Governance and Compliance issues, and still be flexible to address the 
evolving business and GRC landscape?   
 

Given the (known) complexity, what sort of Compliance structures do we need 
across the organization to effectively attempt the execution of related 

Governance and Risk issues and elements, and still be flexible to address the 
evolving business landscape?   
 

Embedding GRC  
Experience shows that enterprises that have established accurate and effective 

GRC processes can anticipate the issues coming up for the boards and thereby 
turn major problems to opportunities and achieve competitive advantages. But 
let  us first make sure that the Board understands that GRC strat egies, 

management and processes are not just ad hoc and limited.  
 

There is a clear need for embedding GRC identification and implementation 
throughout the enterprise to ensure that emerging GRC issu es are evaluated 
timely and actions are taken to manage and report the GRC failures by 

reorganizing business units, processes, and personnel by placing GRC 
resources where they provide the best results.  

  
Establishing an Enterprise -Wide GRC Management prog ram requires building 
an important company culture and a disciplined organisation . It requires that 

the tone -at ïthe middle enforces the organisation to respect the rules and 
abide by them. Certain questions need to be answered:  

 
 How will the introduction  of an Enterprise -Wide GRC Management fit 

into the current organisational culture?  
 

 What are the immediate Risks to be mitigated  and Compliance efforts to 

be reinforced?   
 

 Will GRC implementations represent an opportunity and create greater 
value ?  

 

 Will GRC Management value proposition of protecting and enhancing 
shareholder value require implementing a practical and effective 

Enterprise GRC Management framework?   
 

 Current GRC processes have identified and assessed GRC elements. Can 

we effectively measure  and act to improve the current GRC position?  
  

Only if properly orchestrated, ensuring GRC strategies and total 
implementation of the entire set of key GRC variables could create The Perfect 
Storm  for the enterprise and lay the foundation for prudent mana gement for 

the years to come.  
 

Integrity and Ethical values  
With the recent scandals fresh in mind, directors of financial and non - financial 
companies alike are looking more closely at how risks in their companies face 

are being managed. Regarding integrit y and ethics, scandals often propel 
boards to take the necessary steps to become comfortable that management 

has set the right ñtone at the top,ò not only through words but also by actions 
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that permeate the culture of the organization. Perhaps the board mu st now 
ask the question whether óthe tone at the middleô was incorrect. 

 
The current credit crunch and badly damaged economy require that directors 
focus on revenue and profitability goals. However Boards must conside r not 

only  whether they are happy with  the companyôs code of conduct, but also 
with the effectiveness of related support systems and how the company deals 

with customers, suppliers, business partners, and other stakeholders while 
carrying out its business activities.  
 

Embedding a strong ethic al culture in the entire enterprise is not a simple 
task. The culture is recognized over the history of the enterprise and the 

managements response to internal and external events. Changing the ethical 
values that determine the Corporate culture takes effo rt and time. The 
enterpriseôs culture is shaped by managementôs philosophy and operating 

style, organizational structure, tone at the top and tone at the middle, 
adherence to companyôs policies, processes, and people.  

 
The financial crisis has  however sho wn that troubling circumstances require a 
strong executive decision for disclosures and discipline. Chairmen and Boards 

have succeeded in changing their organizationôs Integrity, Ethical values and 
Culture rather quickly. This decision to do the right thin g, requires courage as 

it often forfeits short - term gains, but earns long - term benefits.  
 
Strong FCPA investigation and enforcement   

The Boards members must ask themselves: Why are the trials under the 
Foreign Corrupt Practices Act (FCPA) multiplying , 30 years after the 

annexation of the law ? Is it yet another example of a decade long non 
compliance issue, which  has provided the Securities and Exchange 

Commission with almost a billion dollars in penalties? Are we in compliance to 
FCPA? Similar questions ca n be placed to evaluate other GRC requirements . 
 

FCPA and compliance to EU directives on corruption and the corresponding 
laws are a vital part of chief compliance officersô jobs these days. 

Several companies insist that their employees put up with the reg ular hassles 
that otherwise could be solved with a ósmall bribeô because the alternative is a 
violation of local law.  Facilitation Payments are never a good thing in the 

world of compliance because:  
 These payments provide incentives for low level governme nt officials to 

make more demands  
 The price of other transactions goes up.  
 Bribes have several security implications due to the intrinsic illegality of 

such payments under local  laws of several countries.  
 

For over 3 decades prosecutions under the FCPA, en acted in 1977 in response 
to widespread corporate bribery scandals, were rare. In the past few years, 
FCPA prosecutions have exploded, landing high -profile executives in prison 

and netting the Department of Justice and the Securities and Exchange 
Commissio n almost a billion dollars in penalties.  

The Board must make sure that there are policies and controls in place that 
the enterprise does not ócut cornersô to beat out a competitor and secure a 
multimillion -dollar contract. FCPA violations during the recent  verdicts have 

involved successful companies utilize the influence of foreign officials for 
corporate gain.  
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Given the current climate of strong FCPA investigation and enforcement, The 
Board must ensure that effective anti corruption policies are implemen ted and 

followed.  
 
A complete top -down/ risk -based due diligence review of the specific policies 

and guidelines on anti corruption is a must. The old ways of doing business 
globally won't be tolerated any more. The government is watching and the 

risks are  too high.  
 
Audit Committees.  

The new EU directives require the establishment of Audit Committees. Our 
experience is that most audit committees have too much on their plate. It is 

the boardôs responsibility to avoid audit committee overload and strike the 
right balance to provisions, which improve internal processes.  
 

The plate includes items like overseeing financial reporting, risk management, 
compliance with laws and regulations, non - financial controls, corporate social 

responsibility, special investiga tions, overseeing the work of the internal and 
external auditors, financial management, whistleblower process and related 
matters.  

 
European Audit Committee Setup  

From 2010  European Stock - listed companies has to set up an Audit 
Committee, consistent with i nternational conclusions, EU directives and for 
example, SOX rules. The purpose of the committee is to;  

 
 review and evaluate the companyôs reporting procedures;  

 review and evaluate business procedures ;   
 handle internal controls in relation to financial rep orting ;  

 assess reports from the external auditors ;  
 oversee accurate financial reporting and disclosure ;  
 sustain regulatory compliance ;  

 strengthen internal controls ;    
 improve risk management ;  

 improve the efficiency and effectiveness of internal audit .  
 
To meet these objectives, it is advisable that the company has already set up 

an internal audit function, which reports to the Audit Committee. The work of 
the Audit Committee is conducted in close cooperation with both the internal 

audit department and our external auditors.  
 
Sarbanes -  Oxley (SOX) legislation of 2002 includes many of the previous blue 

ribbon recommendations into law. Since then the focus on audit committees 
and internal auditors has increased by leaps and bounds.  

 
Overtaxing the audit commi ttee  
The scope of audit committee responsibilities can be overwhelming. However it 

is advisable not to put too much of accountability, identification, managing, 
and monitoring, that rightly belongs to the management on the plate of the 

Audit Committee.  
 
The first thing the audit committee needs to do is fully understand its charter 

and how internal audit can complement and support the responsibilities of the 
Audit Committee.  
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The Institute of Internal Auditors (IIA) has been a strong advocate for internal 
audit to report directly to the audit committee. The audit committee plays a 

vital role in creating, designing, and molding the mission, strategy, and focus 
of the internal audit.  
 

Quality Assurance Review  
To comply with the IIA ñInternational Standards for the Professional Practice of 

Internal Auditing,ò internal audit departments need to obtain a Quality 
Assurance Review or do a self -assessment and obtain an independent review 
every 3 -5 years.  

 
It is therefore vital that there are not overlaps in the role s and responsibilities 

of the audit committee and internal audit charters.  
 
The audit committee is also responsible for the appointment, compensation, 

and oversight of the external auditors but does not require the same level of 
supervision over internal a uditors. Many audit committees now believe it 

makes sense to take on this role as well. Due to increasing scrutiny and 
skepticism, it is important for auditors and audit committees to review their 
working relationships.  

 
The audit committee must address wh istleblower complaints and establish 

procedures for the maintenance and treatment of criticism regarding 
accounting, internal controls, and auditing matters.  
 

Because Risk Management is a moving target it is inevitable and probably can 
never be eradicated ;  it needs to be identified and controlled in the appropriate 

context of the company.  
 

Toward Best Practices  
The internal audit should provide ongoing updates and identify new risks going 
forward and must be involved continuously in various company enterpri se risk 

management activities and periodic assessment of key controls and corporate 
governance audit.  

 
Investors want reassurance that companies are doing more than the bare 
minimum in terms of legal compliance. The audit committee can use internal 

audit a s one of the tools to create a sustainable process to improve risk 
management, business ethics and good governance.  

 
Therefore based on the above requirements, roles and responsibilities, the 
composition of the Audit Committee demands experienced executive s who 

possess both financial and business knowledge.  
 

The challenges facing audit committees have never been greater. This is a 
demanding time for everyone involved in the Corporate Governance, Risk and 
Compliance process.  

 
Policy Issues for the Audit Co mmittee on Whistleblowers   

The Audit Committee should be involved in setting policies and overseeing the 
ongoing implementation of the Whistleblower policies. It cannot be farmed out 
to a third party or delegated to the company. Periodic reports from 

manag ement of the third party institutions are inadequate.   
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The following questions on W histle Blower  policies are  the responsibility of The 
Audit Committee:  

 
 Are there procedures and controls in place to ensure and maintain that the 

complaints as confidential  and anonymous?  

 How and when should the complaint system be communicated and 
reinforced to the company's employees and relevant third parties?  

 Who should and should NOT have access to the complaints ? 
 Who gets copies of the complaints?  
 When should the day  to day management be actively involved based on 

the type of complaint?  
 What type of complaints or summary should the audit committee receive?  

 What are  the components and processes that determines the level of effort 
given to each complaint?  

 What docume ntation should be maintained regarding the resolution of each 

complaint?  
 When a pattern of potential misconduct exists, what level of overall review 

is obligatory to ensure that complaints are not dismissed individually?  
 When and what level of voluntary reporting or public disclosure is required 

(does not address SOX Section 301 compliance) ?  

 
 

Comply or Explain . 
EU has opted for 'comply -or -explain' as standard, probably because it simply 
follows the trail from the English Cadbury Report. The knowledgeabl e EU 

Commissioner Charlie McCreevy is familiar with the English combined code of 
corporate governance, from his time as an Irish accountant, minister and 

politician.  
 

Based on the review of recent annual statements of European stock listed 
companies, it s eems that there is further need for explaining the EUôs Comply 
or Explain principle.  

 
We therefore approached Professor of Financial Markets Law, Jesper Lau 

Hansen, dr. jur. & LL.M. (Cantab) from the University of Copenhagen to 
explain the principle.  
 

The  purpose of these actions is to strengthen confidence in the financial 
statements and annual reports of listed companies in Europe by making the 

company situation more transparent. The aim is also to establish a dialogue 
with stakeholders of the company.  
 

Dr. Jur. Jesper Lau Hansen's objections are important, because it provides a 
much better understanding of how businesses can comply with EU directives if 

they understand the legal reasoning or the lack of the same behind the 
principle.  
 

1. Comply or expl ain assumes that recommendations may be perceived as the 
main rules, i.e. which are applicable to most of the companies. It is doubtful 

whether this can be the case in several instances where the standard 
nevertheless is used -  and thus used under the wron g assumptions  
 

2. The principle of Comply or explain is often misunderstood ;  probably 
because of the argument stated in No. 1 as if the recommendations are the 

core rules and therefore should not be waived. This is just a 
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misunderstanding, because the sta ndard explicitly requires that it can be 
exempt, provided that there follows an explanation on why it is not followed.  

 
3. Dr. Hansen recommends, instead, a principle of comply and explain. Why 
should one not explain why they choose to follow the recommen dations rather 

than choosing another option? It should be recognized that compliance with 
recommendations provides no guarantees.  

  
It could possibly be useful to follow a show -and - tell principle, known from the 
accounting standards in the Notes to the fin ancial statements.  

 
Accounting Standards provide no recommendations, and thus avoid  the 

incorrect assumption mentioned in paragraph 1, which probably lies behind 
the problems in § 2 and 3 and thereby avoid misinterpretation.  
  

On the other hand the ócomply or explainô approach on corporate governance 
is probably well suited to the European culture, because it takes into account 

the individual situation and the differences between national , legal and 
regulatory frameworks of the 27 member states.  
 

The audit  committee must be empowered to perform at the highest levels. 
Non -mandated responsibilities should be removed to other committees or the 

board as a whole.  
 

ñDarwin learned that in a competitive environment an organismôs chance of 

survival and reproduction  is not simply a matter of chance. If one organism 

has even a tiny edge over the others, the advantage becomes amplified over 
time.  

In óThe Origin of the Species,ô Darwin noted, `A grain in the balance will 
determine which individual shall live and which s hall die.ô  
I suggest that an independent, attentive board is the grain in the balance that 

leads to a corporate advantage.  
A performing board is most likely to respond effectively to a world where the 

pace of change is accelerating. An inert board is more  likely to produce 
leadership that circles the wagons.ò 
 

Ira M. Millstein, New York Times, April 6, 1997, Money & Business  

 

The Science of Compliance  
 
The rose colored glasses and delusions of invincibility which preceded both the 

most recent IT bubble bur st and the current equity meltdown will need to be 
repla ced by a visibility and accuracy that has never existed. This should 

restore investor confidence and consumer spending, both measureable 
sources of hope.  
 

Compliance also means that CEOs and their Bo ards will become increasingly 
dependent upon those people who see how the details of compliance fit into 

the larger business picture and can communicate this intelligibly.  
 
Does the future of commercial enterprise belong to empire builders or 

technical co nsultants? Will an IT/accountancy degree become more precious 
than an MBA?  
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Table 1: The Board of Directors' Decision Planning Guide . Sources  and 
inspiration : Compliance Week, Harvard Business review, Financial Times, Wall 

Street journal, Copenhagen Compliance Conference s and own research.  
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Corporate Governance in Whistleblower  
Various forms of fraud are detected 40 percent of the time by tips. 

Whistleblower systems are the leading method of detecting fraud. There is 
however the f ear of retaliation by either peer groups or by supervisors.  
 

A whistleblower hotline is probably the most straightforward and least classy 
methodology that improves corporate governance.   An independent reporting 

mechanism that uses employees to report mal  practices.  
 
Earlier detection of fraudulent activities is the best way of limiting the loss.   A 

study by the Association of Certified Fraud Examiners reported that fraud 
discovered through a tip had losses that were 50 percent smaller than similar 

frauds detected through other methods  
 
Reports show that coworkers are aware that something was incorrect well 

before management had a clue.   An open -door policy does help. A surprising 
number of employees report that they have previously informed management 

of t heir concern, yet they believe that no action is being taken.   
 
Ernst & Young conducted an employee survey that demonstrated that almost 

40 percent said that they would likely report if they could remain anonymous. 
80 percent said that they would be willin g to report a co -worker's unethical or 

illegal conduct.    
 
An early detection and response to discrimination or harassment claims can 

substantially limit liability.  
 

Human interaction is preferable to ensure that information is understandable, 
absolute, an d consistent.  

 
Succession  Plan  
Several investigations prove that a significant number of companies fail to 

perform effective succession planning. The risk of a sudden CEO vacancy can 
turn into a crisis, either through an extended search for a successor or  an ill -

considered appointment due to time restraints. For example;  
 
In 200 8/9 , 37 of Norwayôs 183 stock listed companies parted with their CEO. 

In a majority of these changes, several months elapsed until a new CEO was 
appointed. No board can afford to b e caught without a succession plan.  

 
The lack of a comprehensive succession plan often results in an obsession with 
external CEO candidates who are seen as charismatic saviors of corporations. 

Often this selection does damage to  corporate governance mandat es and 
company performance. Furthermore it undermines internal candidates, staff 

excellence and wide ranging succession plans for the organization, while 
putting unrealistic demands on the new CEO to perform miracles.  
 

Patience is currently not a virtue in  the board rooms  as there is quite a bit of 
pressure on the Chairman of the Board. During these trying times , there are 

substantial differences in requirements for a CEO. It is not enough to have 
total control over operations. Senior managers must also pos sess the power 
and the vision to make sure that the company is able to pull out on the other 

side of the current emergency .  
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Figure 3 : 4 - layer model of  the Business environment  

 
From Corporate  Social Responsibility (CSR) to Sust ainability  

With six syllables, ósustainabilityô is an awkward term for many, yet it is the 
coming yearôs favourite business buzzword. Sustainability is an all-embracing 
term covering efforts to solve the worldôs social, environmental and economic 

problems,  probably replacing CSR.  
 

Sustainability as compared to CSR is first and foremost about being customer -
driven. Climate change will be the single biggest business issue of the next 
decade and the boards have got to be on the right side of the results of the  

global warming issue.  
 

One of the reasons for the decline of CSR could be that it was conceived as a n 
area  that asks for funds as reparation for making profits, rather than of being 
a part of conducting the business.  

 
Another reason could be that not all  companies or industries produce a CSR 

report. Sustainability on the other hand addresses the building of a business 
for the long - term, taking into account the interests of all stakeholders.  
 

Yet, sustainability is increasingly also applied to wider politi cal and social 
dangers and provides a balance between corporations and communities and a 

sustainable market economy. Corporations have to understand the 
environmental effects and long - range problems that communities face. 
Sustainability is more than the bu siness pressures of costs and competition. It 

addresses economic and social sustainability on the environmental agenda.  
 

Stakeholders  
In a recent survey of 66 chief executives, including 58 leading FTSE100 

companies, the question of how they run their bus inesses revealed  severe 
differences on the focus between employees, shareholders and customers. 
Some 38% said that the shareholders are their most important stakeholders. 

However 24% of the CEO ôs said that the customers are more important. Some 
13% valued their staff above all others. The remaining 25% said that all 

stakeholders are ranked equally.  
 


